
File permissions in Linux

Project description
Using linux commands my task is to adjust permissions within this repository.

Check �le and directory details
The following displays the current permissions set for this speci�c directory

The �rst line in the screenshot states pwd (Print Working Directory) this prints the current
directory in which we are currently working. It’s immediately followed by ls -la which contains
all content within the directory including hidden �les. There is crucial information provided by
this command including permissions based on user, groups and other users. What is
discovered in this directory is a folder dra�s and a hidden �le .project_x.txt

Describe the permissions string
The 10-character string can be used to determine permission status. The characters and what
they represent are as follows:

- 1st character: This character is either a d or hyphen (-) and indicates the �le
type. If it’s
a d, it’s a directory. If it’s a hyphen (-), it’s a regular �le.

- 2nd-4th characters: These characters indicate the read (r), write (w), and
execute (x)
permissions for the user. When one of these characters is a hyphen (-) instead, it
indicates that this permission is not granted to the user.

- 5th-7th characters: These characters indicate the read (r), write (w), and
execute (x)



permissions for the group. When one of these characters is a hyphen (-) instead,
it indicates that this permission is not granted for the group.

- 8th-10th characters: These characters indicate the read (r), write (w), and
execute (x)

Change �le permissions
The organization has decided to remove read and write permissions for all groups on
project_m.txt

As shown in the �rst line chmod g-rw project_m.txt changes the permissions of the group read
and write capabilities. chmod allows for the change of �les and directories. A�er my change I
ran ls -la to verify my change is correct

Change �le permissions on a hidden �le
The organization has decided to have the hidden �le .project_x.txt to have read only access
and no modi�cation allowed by users or groups. See image below to see how those changes
occurred.

I determined .project_x.txt was a hidden �le due to the . found before the �lename. In the �rst
line chmod is ran to make changes followed by the changes to permissions. u-w changes user



permission to remove ability to write to �le. g-w removes group permission for writing to �le.
g+r adds group read permission to �le.

Change directory permissions
The organization has decided to change directory permissions. See image below

The organization wanted to speci�cally adjust group permission on executing the dra�s
directory. The change g-x removes the executing ability from the group leaving only the user
the ability to execute.

Summary
To summarize, I have made many permissions changes to the project directory using the
chmod command to make changes to permission and verifying using ls -la.


